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Keeping Personal Health Information Secu re  
 
Personal health information (PHI) is protected under the Health Insurance Portability 
and Accountability Act (HIPAA). 
 
You are responsible for protecting the PHI of the families receiving supports and 
services through your local system.  Please protect the forms that you use to enter the 
information into ITOTS as well as the information on the computer from viewing by 
unauthorized persons.  Remember:  
 

 Secure any forms or papers containing PHI when you leave your work area. 
 Lock, log off or power off your computer (desktop, laptop or other workstation) 

when you leave your work area. 

 Do not change settings on your computer to disable security features.  
 Keep all passwords for access to computing resources confidential. 
 Do not load (or download) or create any software on your computer that has not 

been authorized by your agency. 

 Immediately remove any unauthorized software from your computer.  
 Follow all guidelines regarding transmission of PHI via electronic mail. 
 Report any security problems encountered or observed to your immediate 

supervisor. 
 
ITOTS  ï What and How   
ITOTS, the Infant & Toddler Online Tracking System is the data system used by the 
Infant & Toddler  Connection of Virginia.  Access to ITOTS must be requested by your 
system manager.  Prior to gaining access to ITOTS users must:  

 View these HEALTH Insurance Portability and Accountability Act (HIPAA) training 
slides: ( http://www.dbhds.virginia.gov/documents/adm -
HIPAASecurityAwareness.pdf), 

 Complete the HIPAA Training Acknowledgement Form: 
(http://www. dbhds.virginia.gov/documents/forms/3024iITS.pdf ), and 

 Complete the ITOTS Account Request Form. 
 
These forms must be submitted to the attention of David Mills via:  

 Email: (David.mills@dbhds.virginia.gov), 
 Fax: (804) 371-7959 
 Mail: Attn: David Mills, DBHDS, 1220 Bank Street, Richmond, VA 23219 

 
Once you have been given your username and password, you will be able to log on.  
This is the home screen: 
 
The left of the banner gives you links to the Virginia we b page, the Department of 
Behavioral Health and Developmental Services (DBHDS) web page and the ITOTS 
Home page.  The right side of the banner tells you who is logged onto which system.  

http://www.dbhds.virginia.gov/documents/adm-HIPAASecurityAwareness.pdf
http://www.dbhds.virginia.gov/documents/adm-HIPAASecurityAwareness.pdf
http://www.dbhds.virginia.gov/documents/forms/3024iITS.pdf
mailto:David.mills@dbhds.virginia.gov
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The left side of the page gives you access to Child Data, Reports and Administrator 
functions.  Below that is the logout button.  For security, remember to close your 
browser after each ITOTS session.  Clicking on either of the Infant & Toddler 
Connection of Virginia logos will take you to the website, www.infantva.org.  
 
User Roles  
An individualôs user level determines the tasks they may perform.  The following table 
designates the differing user levels.   
 

Tasks Supervising User User 

Create data X X 

Change data X X 

View reports X X 

Delete referrals or complete records X  

Transfer clients X  

Maintain council contact and agency information X  

 
Local system managers may request and must authorize individual users for their 
locality based on one of the user roles illustrated above: User or Supervising User. 
Multiple users can be assigned to each category at the discretion of the local system.  It 
is recommended that systems include more than one ITOTS user, so required data 
entry is not missed when the primary person responsible for data entry is abs ent. 
 
For local systems with only one ITOTS user, the user should be assigned the user role 
of ñSupervising Userò.   
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Each local system will designate one ITOTS user to be the primary ITOTS contact 
person.  This person will be the contact when a ólikely matchô situation occurs.  The 
following information will be entered locally into the ITOTS system for the primary 
contact: first name, last name, phone number, fax number and e -mail address.  The 
primary contact information can be changed locally as needed. The local ITOTS user 
identified as the primary contact should be assigned to the user role of ñSupervising 
Userò. 

 
Names of the Parts of the ITOTS S creen  
 
This screenshot is of the home screen when you first log on.  The banner is the top set 
of lines. On the left it has links to the Virginia.gov web portal, DBHDSôs web site, below 
that is the óbreadcrumbsô trail that tells you where in the site you are.  On the right at 
the top is the name of the user and, in the black bar below that, the name of the local 
system for which you are entering data. Below the banner on the left of the screen with 
the light yellow background is the navigation panel.  Sections of ITOTS can be 
navigated to from there.  To the right  of the navigation panel is the logo.  This logo is 
also a link to www.infantva.org .  The logo in the navigation panel links to the same site.  

 
 
Once you have clicked on an item in the navigation panel, the logo will disappear and 
the data entry panel is shown.  Under Child Data you may add a new referral or search 
the system for a child.  

http://www.infantva.org/
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The reports section in the navigation panel will lead you to most of the reports available 
in ITOTS. 

 
 
When you are in the child record section there are links to the different pages of the 
child record. Many of these pages have different tabs for the individual sections within 
that page. 
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On the Administrator section, only available to a Supervising user, you can edit and add 
information about the local system, its contacts and related agencies. 

 
In the administrative section one can also enter and edit agency information, delete a 
child record, delete an individual referral and transfer a case load or individual child 
records from one service coordinator to another.  

 
ITOTS Screen Shots  
 
Home Screen  
From this page you can navigate to the different sections of ITOTS.  
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Note: To save space the banner has been cropped from the rest of the screen shots 
that follow.  
 
Child Data Screen  
 
Add New Referral: Search for child by details 

 
 
 
Add New Referral: Search for child by ITOTS ID 

 
 
Child Search: Open 
 
 
Child Search: All  
This search will look through all open, closed and referred children 
 
Child Search: ITOTS ID  
 
 
 
 
 
 
 
 
 

When this page is displayed, all open children in the system 
will be listed here. 
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Individual Child Data Pages by Tabs: Referral/Intake -Demographic  

 
 
Referral Intake ï 
Referral

 
 
Referral Intake ï Intake 

 
 








































































































